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(54) Method and apparatus for superposing a digital watermark and method and apparatus for
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(57) An apparatus for superposing a digital water-

mark for superposing digital watermark information on

an information data signal bearing original information

superposes digital watermark information on an infor-

mation data signal bearing original information, for each

unit block consisting of a group of pieces of information

data. This apparatus is provided with an auxiliary em-

bedding circuit 10 for embedding second digital water-

mark information in the information data: a blocking cir-

cuit 12 for dividing into the unit blocks the changed in-

formation data signal obtained by the auxiliary embed-

ding circuit: and a main embedding circuit 20 for embed-

ding first digital watermark information in the changed

information data signal for each of the divided blocks.

The second digital watermark information bears infor-

mation for identifying the position of the divided unit

block in a predetermined section of the information data

signal. On the basis of the second watermark informa-

tion, a detecting apparatus effects proper blocking with

respect to the information data signal with the water-

mark embedded therein, so as to detect the first water-

mark information.
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Description

[0001] The present invention relates to a technology in which digital watermark information (hereafter referred to as

the watermark) is superposed on. or embedded in hidden form in, data on image or sound data
;
and more particularly

s to a method for embedding a watermark on an information data signal in block units each consisting of a group of a

small number of pieces of information data, a method of detecting the watermark from the information data signal with

the watermark embedded therein, and a method in accordance with these methods.

[0002] Currently, as optical recording media on which information data can be written, DVD-Rs and DVD-RAMs are

being put to practical use. but in putting the DVD-Rs and DVD-RAMs to practical use, it is necessary to devise measures

to for preventing illegal copying of video and audio software and the like. Accordingly attention is being focused on a

digital watermark technology in which copyright information or information indicating a copy guard is expressed by a

watermark which is a visually or audibly inconspicuous image pattern, and this watermark is superposed on the image

data or the sound data.

[0003] The basic system of such a digital watermark technology is broadly classified into type types. One is a type

75 in which sampled values of waveform and pixels are provided with processing, and the watermark is embedded therein.

For instance, a technique in which the watermark is added to luminance values of the image corresponds to this type.

As another type, there is a system in which the image data and the sound data are converted to frequency components,

and the watermark is embedded in particular frequency components. The fast Fourier transform (FFT), the discrete

cosine transform (DCT), and the like are used in such frequency conversion.

20 [0004] On the other hand, a technique is also known in which data is divided into a plurality of small pixel blocks,

and watermark information is embedded (hereafter referred to as the block division method) (see Fig.1 ). In this tech-

nique, image data is divided into a plurality of small unit pixel blocks each having a size of N x N pixels, and a watermark

having the same block size of this unit pixel block is added to the pixel block. According to this technique, even if a

portion of image data of one frame is extracted, the watermark is left insofar as its size is not smaller than that of the

25 unit pixel block. On the reproduction side, the embedded data is divided into similar unit pixel blocks, and the watermark

is detected for each unit pixel block and is decrypted.

[0005] Here, a form is considered in which, for example, image data in which a watermark is embedded is recorded

on a disk such as a DVD, and the image data is read from the disk and is reproduced.

[0006] There are cases where a disk player for reading such a disk is required to output a first image signal having

30 an aspect ratio of 1 6>9 for displaying an image on a so-called wide-screen television, as well as a second image signal

having an aspect ratio of 4:3 for displaying an image on ann ordinary television. If it is assumed that image data for

forming a squeezed-type original image with 480 [dots] high and 720 [dots] wide has been recorded on the DVD, the

disk player must perform aspect ratio conversion with respect to the image data obtained from the DVD in order to

generate the first image signal. The same also applies to the second image signal, and the disk player must perform

35 the aspect ratio conversion with respect to the image data obtained from the DVD in order to generate the second

image signal.

[0007] The aspect ratio conversion into the first image signal can be basically accomplished by effecting interpolation

of pixels in the horizontal direction of the screen, as shown in Fig. 2A. Two forms such as those shown in Figs. 2B and

2C are conceivable as the aspect ratio conversion into the second image signal.

-to [0008] As shown in Fig. 2B. the squeezed-type original image with 480 [dots] high and 720 [dots] wide recorded on

the DVD is converted into image data by being upsampled in such a manner that the aspect ratio becomes 4:3. This

is a converted image which is a so-called pan scan, and assumes a form in which left- and right-hand side end portions

of the image based on the image data obtained from the DVD are cut off so that the image assumes the aspect ratio

of 4:3. Meanwhile, as shown in Fig. 2C, the original image recorded on the DVD is converted into image data by being

•*s downsampled in such a manner that the aspect ratio becomes 4:3. This is a converted image which is a so-called letter

box. and assumes a form in which predetermined images (e.g., strip-like images of a black color) are pasted on upper

and lower end portions of the image based on the image data obtained from the DVD so that the image assumes the

aspect ratio of 4:3.

[0009] In the same way as the first image signal, the second image signal converted into such a pan scan or letter

50 box image can be recorded on a recording medium such as the aforementioned DVD-R or DVD-RAM by the DVD
recorder, for example. At this time, however, in the DVD recorder, the watermark embedded in the second image signal

to prevent an act of infringement of the copyright is detected and decrypted. If it is detected that the relevant watermark

bears, for instance, information indicating prohibition of copying, the DVD recorder prohibits its own recording operation,

and does not record the second image signal even if a recordable DVD is supplied thereto. On the other hand, only

55 when it is detected that the relevant watermark bears information indicating that copying is allowed, the DVD recorder

is able to record the second image signal on the DVD supplied thereto.

[001 0] In the case of Fig. 2A. since the DVD player effects conversion into the information of the 1 6:9 image by using

all the information of the squeezed-type original image and by expanding the information, in the block division method,
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the upper leftmost unit pixel block in the original image, for example, is positioned in the converted 16:9 image at the

same upper leftmost position by changing its size. Therefore, the DVD recorder is capable of properly detecting and
decrypting the watermark consecutively starting with, for example, this upper leftmost unit pixel block of the 16:9 image
data supplied thereto.

s [0011] However as can be seen from what is shown in Figs. 2B and 2C, in the case of the images such as the pan
scan and the letter box, their pixel positions and sizes have changed from those of the original images, so that the

recognition of the unit pixel blocks in the DVD recorder needs to be made different from that in the case of Fig. 2A.

[0012] To give a more detailed description, in the case of Fig. 2B. since the DVD player effects conversion into the

information of the 4:3 image by eliminating the information of left- and right-hand side portions of the squeezed-type
to original image and by expanding the remaining information, in the block division method, the upper leftmost unit pixel

block in the original image is already missing in the converted 4:3 image. Further even if. for example, the third unit

pixel block from left in the uppermost row is present in the converted 4:3 image, there is a high possibility that the 4:3

image starts midway in the relevant block, as illustrated in the drawing.

[0013] In such a case, if the DVD recorder starts detection of the watermark without recognizing that, for example,

'5 the third unit pixel block from the left in the 4:3 image data supplied thereto is fragmentary, the DVD recorder fails to

properly detect not only that third unit pixel block but also ensuing unit pixel blocks.

[0014] In addition, in the case of Fig. 2C
:
since the DVD player effects conversion into the information of the 4:3

image by synthesizing predetermined images on upper and lower sides of the squeezed-type original image by ex-

panding the synthesized image information, in the block division method, the leading upper leftmost unit pixel block in

20 the original image does not correspond to the upper leftmost portion of the converted 4:3 image, and is positioned by

being moved to the leftmost position in the row immediately below the upper predetermined image used in the synthesis.

[0015] In such a case, if the DVD recorder starts detection of the watermark without recognizing that the relevant

leading unit pixel block of the supplied 4:3 image data has shifted from the leftmost position to the moved position in

the image (frame image), the DVD recorder naturally cannot detect the watermark from the predetermined image where
2S the watermark is not embedded, and this state will continue for a long period. Depending on the watermark detection

process, if the watermark-undetected state continues for a long period of time, a error may be outputted, or the image

may be handled as one in which the watermark is not present in this image.

[0016] The present invention has been devised in view of the above-described problems, and an object of the in-

vention is to provide a method and apparatus for superposing a digital watermark on image data and a method and
30 apparatus for detecting a digital watermark which make it possible to properly recognize a unit pixel block in the block

division method and reliably detect watermark information.

[0017] Another object of the present invention is to provide a method and apparatus for superposing a digital water-

mark on image data and a method and apparatus for detecting a digital watermark which make it possible to properly

recognize a unit pixel block and reliably detect watermark information even after image data is subjected to aspect

3S ratio conversion.

[0018] In accordance with the present invention, there is provided a method for superposing a digital watermark for

superposing digital watermark information on an information data signal bearing original information, for each unit block

consisting of a group of a small number of pieces of information data, comprising the steps of: embedding second

digital watermark information in the information data: dividing the changed information data signal thereby obtained

into the unit blocks: and embedding first digital watermark information in the changed information data signal for each

of the divided blocks, wherein the second digital watermark information bears information for identifying a position of

the divided unit block in a predetermined section of the information data signal.

[0019] In such a method, the information data signal may be a video signal.

[0020] In accordance with the present invention, there is provided an apparatus for superposing a digital watermark
is for superposing digital watermark information on an information data signal bearing original information, for each unit

block consisting of a group of a small number of pieces of information data, comprising: auxiliary embedding means
for embedding second digital watermark information in the information data: blocking means for dividing. into the unit

blocks the changed information data signal obtained by the auxiliary embedding means: and main embedding means

for embedding first digital watermark information in the changed information data signal for each of the divided blocks,

so wherein the second digital watermark information bears information for identifying a position of the divided unit block

in a predetermined section of the information data signal.

[0021] In such an apparatus, the information data signal may be a video signal.

[0022] In addition, the second watermark information may be information of a random pattern generated on the basis

of an M-sequence.

55 [0023] In accordance with the present invention, there is provided a method for detecting a digital watermark for

detecting digital watermark information from a changed information data signal generated by superposing the digital

watermark information on an information data signal, for each unit block consisting of a group of a small number of

pieces of information data, comprising the steps of: detecting second digital watermark information from the changed

3
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information data signal, and recognizing a position of a divided unit block in a predetermined section of the information

data signal: dividing the changed information data signal on the basis of the recognized position into the unit blocks:

and detecting first digital watermark information for each of the divided unit blocks from the changed information data

signal.

[0024] In such a method, the information data signal may be a video signal.

[0025] In accordance with the present invention, there is provided an apparatus for detecting a digital watermark for

detecting digital watermark information from a changed information data signal generated by superposing the digital

watermark information on an information data signal, for each unit block consisting of a group of a small number of

pieces of information data, comprising the steps of: position-identifying-information detecting means for detecting sec-

ond digital watermark information from the changed information data signal, and recognizing a position of a divided

unit block in a predetermined section of the information data signal: blocking means for dividing the changed information

data signal on the basis of the recognized position into the unit blocks: and information detecting means for detecting

from the changed information data signal first digital watermark information for each of the unit blocks divided by the

blocking means.

[0026] In such an apparatus, the information data signal may be a video signal.

[0027] Further, the video signal may bear an image of a letter box type or an image of a pan scan type.

[0028] Furthermore, in each form of the apparatus for detecting a digital watermark, the position-identifying-informa-

tion detecting means may detect the second digital watermark information from the changed information data signal

on the basis of information of a random pattern generated in accordance with an M-sequence.

[0029] In the accompanying drawings:

Fig. 1 is a schematic diagram illustrating a form in which digital watermark information is embedded in image data

by a block division method:

Figs. 2A to 3C are schematic diagrams illustrating various forms of aspect ratio conversion from a squeezed-type

image recorded on a DVD:

Fig. 3 is a block diagram illustrating a schematic configuration of a watermark superposing apparatus in accordance

with an embodiment of the present invention:

Fig. 4 is a block diagram illustrating a schematic configuration of a DVD recorder in which the watermark detecting

apparatus in accordance with an embodiment of the present invention is adopted:

Fig. 5 is a time chart illustrating by way of example the relationship among an image V in which the watermark

information is embedded, a cross-correlation function R
f , n (t) of random noise n, and an auto-correlation function

Ft n (t) of the random noise n:

Fig. 6 is a characteristic diagram of an auto-correlation function Ftm(t) of a sequence m k in which "0" and "1 * in an

M-sequence ak with a period N are made to correspond to -1 and +1. respectively:

Fig. 7 is a flowchart illustrating a position-identifying-watermark embedding operation effected by the apparatus

shown in Fig. 3:

Fig. 8 is a flowchart illustrating the characteristic operation effected by the blocking circuit and the watermark-

information detecting circuit shown in Fig. 4:

Fig. 9 is a flowchart illustrating the procedure of letter-box determination processing in Step S3 shown in Fig. 8: and

Fig. 10 is a flowchart illustrating the procedure of position identification processing in Step S6 shown in Fig. 8.

[0030] Referring now to the drawings, a detailed description will be given of the embodiments of the present invention.

[0031] Fig. 3 shows a schematic configuration of a watermark superposing apparatus for generating a watermark in

accordance with a water mark superposing method based on the present invention and for superposing the watermark

on an input video signal.

[0032] In Fig. 3. the input vide signal which is a digital signal of a sequence of sampled values is supplied to an

auxiliary-watermark-information embedding circuit 10 where an auxiliary (second) watermark is embedded in the over-

all frame image so as to be provided in hidden form. This auxiliary embedding circuit 10 can be realized by a config-

uration including a level adder. This embedded video signal is supplied to a blocking circuit 12.

[0033] The blocking circuit 1 2 divides the supplied video signal into groups of a small number of pieces of information

data, e.g.. pixel blocks each consisting of data of 8 pixels wide x 8 pixels high in a frame image, and supplies them to

a discrete cosine transform (DCT) circuit 1 3. The DCT circuit 1 3 performs two-dimensional DCT operations with respect

to such pixel data blocks each consisting of 8 x 8 pixel data so as to obtain DCT coefficients DC1 to DC64 corresponding

to 64-system frequency components, and supplies these DCT coefficients DC1 to DC64 to a main-watermark-infor-

mation embedding circuit 20. This main-watermark-information embedding circuit 20 can be realized by a coefficient

adder.

[0034] Values which bear a copy control watermark, i.e.. a main first watermark different from a position identifying

(positioning) watermark, i.e.. the aforementioned second watermark, is also supplied to the embedding circuit 20. The
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copy control watermark indicates whether or not
r
after an output video signal from this apparatus has been recorded

on a disk, the video signal obtained by reading that disk can be copied, i.e., recorded. The position identifying watermark
embedded in the preceding stage of the blocking circuit 12 is for allowing the position of a unit pixel block in a prede-

termined section, e.g., a frame
:
of the video signal to be recognized correctly, and its details will be clarified by a

s description which will be given later.

[0035] The embedding circuit 20 adds the values bearing the copy control watermark to particular ones of the DCT
coefficients DCl to 0C64, and outputs values of the result of the addition. As a result, the first and second watermarks
are embedded in particular frequency components in the supplied video signal. Since the embedding circuit 20 embeds
the first watermark with respect to the video signal in which the second watermark has been embedded, the video

io signal in which both the first and second watermarks have been embedded is consequently obtained from that output.

[0036] The 64 DCT coefficients in which the watermarks are thus embedded are supplied to an inverse DCT circuit

27. The inverse DCT circuit 27 obtains image data blocked for each 8x8 pixels by performing a two-dimensional

inverse DCT operation for each 8x8 pixel data block with respect to the supplied 64 DCT coefficients. At this time,

the first and second watermarks are embedded in the image data obtained by the inverse DCT circuit 27.

'5 [0037] A format converting circuit 29. which has the function of resynthesizing the video signal and to which the

image data is supplied from the inverse DCT circuit 27, rearranges the image data of each block to a position corre-

sponding to the horizontal scanning line of the screen (frame), is restored to a digital video signal format, and is out-

putted.

[0038] Such an output video signal is subjected to predetermined coding by an unillustrated MPEG (Moving Picture

20 Experts Group) encoder, and is recorded on the DVD after undergoing various signal processing.

[0039] The DVD recorded in the above-described manner is read by an unillustrated DVD player. The DVD player

performs demodulation and decoding with respect to the relevant DVD read signal, and effects aspect ratio conversion

such as the one described in the prior art (Figs. 2A to 2C) to obtain the first or second image data of the wide-screen

television, pan scan, or letter box type, and outputs the same as an analog video signal.

2S [0040] Such an analog video signal is supplied to a DVD recorder, and serves as a signal subject to recording on a

disk such as DVD-RAM or a DVD-R by the DVD recorder.

[0041] In the DVD recorder, the watermark is detected from the supplied video signal in accordance with the water-

mark detecting method of the present invention. THE DVD recorder controls the operation of prohibiting the recording

operation in accordance with the watermark thus detected. Fig. 4 shows a schematic configuration of such a DVD
30 recorder

[0042] In Fig. 4, an A/D converter 50 generates a digital video signal by digitizing the video signal bearing the first

or second image data, and supplies it to a blocking circuit 51 and a position-identifying-information detecting circuit

6A. The blocking circuit 51 divides the inputted digital video signal into pixel blocks each consisting of 8 x 8 pixel data,

and supplies them to a discrete cosine transform (DCT) circuit 52. The position-identifying-information detecting circuit

35 6A detects the first watermark, i.e.. the position identifying watermark, from the inputted digital video signal, and sends
in-frame position information in unit blocks based on that watermark to the blocking circuit 51

.

[0043] In such division into blocks, the blocking circuit 51 confirms the leading position of the unit pixel blocks based
on the position identifying watermark. Namely, the blocking circuit 51 effects the division into blocks while properly

recognizing the blocks on the basis of the position identifying watermark. The details thereof will be described later.

40 [0044] The DCT circuit 52 performs two-dimensional DCT operations with respect to the pixel blocks in units of 8 x

8 pixel data determined by the blocking circuit 51 so as to obtain the DCT coefficients DC1 to DC64 corresponding to

the 64-system frequency components, and supplies these DCT coefficients DC1 to DC64 to a watermark-information

detecting circuit 60. The watermark-information detecting circuit 60 detects the aforementioned copy control watermark
for each pixel block in units of the 3x8 pixel data and decrypts it, and supplies a signal corresponding to the contents

•*s of information indicated by the relevant watermark to a video-signal recording system 70.

[0045] The video signal, which is a digital output from the A/D converter 50, is being supplied to the video-signal

recording system 70. Such a video signal is subjected to code conversion processing similar to that of the aforemen-

tioned MPEG encoder, and is also subjected to various signal processing for recording on the recordable DVD 8,

thereby generating a recording video signal. Recording on the DVD 8 is made correspondingly. In response to the

so watermark signal supplied from the watermark-information detecting circuit 60, the video-signal recording system 70

prohibits the recording operation if the watermark indicates that copying to the DVD 8 is prohibited. On the other hand,

if the watermark indicates that copying is allowed, the video-signal recording system 70 enables the recording operation.

[0046] Next, a detailed description will be given of the basic principle of embedding and detecting the position iden-

tifying watermark based on the configurations shown in Figs. 3 and 4.

5
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[A] Basic Principle 1 (Position Identification Using

Correlation Function

s [0047] This basic principle is based on the position identification using a correlation function.

[0048] It is now assumed that random noise n which is independent as the position identifying watermark in the

auxiliary-waternnark-information embedding circuit 10 is added to the image inputted to the auxiliary-watermark-infor-

mation embedding circuit 10, i.e.. an original image f. and that a new image obtained from the output of the inverse

DCT circuit 27
:
for example, is V That is. it is assumed that there is a relationship of f = f + n.

10 [0049] In this case, the cross-correlation function R
f , n between V and n is as follows:

it - t

R f
' ,„ (t) = (1/N) E f „

' • n„*i

k-0

20
K — I

= (1/N) £ (fk+nic) • n k .t

k- O

25
H — I

30

( i / N) £ f * • n k + t+ ( 1 /N) 2 HkHu^t

k-0 k-0

Rr,» (t) +R n (t) •••(!)

35 [0050] Thus, because f= f + n. it can be understood that R
f , n (t) is the sum of the cross-correlation function Rfn (t)

between the original image f and the random noise n and the auto-correlation function R
n (t) of the random noise n, /

and that R
f! .n (t) = R

f .n (t) + R n (t) is derived.

[0051] Here, since the original image f and the random noise n are mutually independent.

40
Rf.n^ 0 &

[0052] Therefore,

45
R

f\ n (0 = R
n

(t) (3)

[0053] Accordingly, it can be understood that if the auto-correlation function R n of the noise is known, it is possible

to identify the position by providing its matching in the position-identifying-information detecting circuit 6A.

[0054] Incidentally, an illustration of the relationship between Rn (t) and RKn (t) is shown in Fig. 5.

[B] Basic Principle 2 (Use of M-sequence)

[0055] More specifically, the M-sequence can be applied to the aforementioned random noise, and the recurrence

of the M-sequence with a period N can be used as a random pattern of the noise.

[0056] The M-sequence referred to herein is one of pseudorandom signals which is the so-called maximum length

sequence. As for the M-sequence. a detailed description is given in a publication entitled "M-sequence and its appli-
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cations" {author: Hiroshi Kashiwagi: published by Shoukoudou Co. Ltd. on March 25, 1996).

[0057] The auto-correlation function Rm(t) of a sequence m k in which "0" and M
1

M
in an M-sequence ak with a period

N are made to correspond to -1 and +1 , respectively, has the characteristic that the following formula holds:

H - I

Rb (t) = (1 /N) E m,m,.t
I - 0

= 1 (t = kN where k is an integer)

or

= -1/N (t # kN where k is an integer)

(4)

[0058] The M-sequence has a sharp auto-correlation which is advantageous in the identification of the position. As
can be appreciated from the above Formulae, the M-sequence exhibits a sharp peak only when the position has

matched, and assumes a value which is substantially close to zero at other locations. By detecting this peak, it is

possible to effect the identification of the position.

[0059] To improve such a detecting capability, the M-sequence ak which is used should preferably have as long a

period N as possible, and it is preferable to select an M-sequence ak which has good independence with respect to

the original image.

[0060] Incidentally, Fig. 6 shows a characteristic diagram of Rm(t).

[C] Embedding Method

[0061] Next, a description will be given of an actual method of embedding the position identifying watermark.

[0062] First, the position identifying watermark is fixed between frames, and is set as a random pattern mx y
extended

two-dimensionally on the basis of the M-sequence. In addition, as the period N of the M-sequence a k used, a value

greater than the number of pixels of one frame is selected. Further the generation of the M-sequence a k which forms

the basis in the random pattern generation is effected by a shift register which makes use of primitive polynomials. In

other words, it is unnecessary for the random pattern generator to be provided in the form of a ROM.Further an initial

value of the shift register at this time is fixed, so that the random pattern which is generated is made identical between
the frames.

[0063] The random pattern m
x used is changed as shown in the formula below through the value of the M-sequence

a k generated. In this formula. H and V denote the numbers of pixels in the horizontal direction and the vertical direction

in the image (frame image), and 8 denotes a parameter of strength.

m
x.y = B

<
aHy +x= 1

)

or=(-B + 1)or(-B) (aHy+x = 0) (5)

[0064] The random pattern mxy thus generated is added to the overall original image.

[0065] At this juncture, an optimum strength B is selected by taking the detecting capability and image quality into

consideration. Namely, since the strength B exerts a large influence on the image quality and the detecting capability,

it suffices if an optimum value is determined after attempting the embedding with a number of values.
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[D] Detecting Method

[0066] Meanwhile, an actual method of detecting the position identifying watermark is as follows.

[0067] The M-sequence a k used herein is used as being known, and a sequence lq(x,j) of the following formula is

5 obtained.

1

(i.j)x.y ~ 1
<
a
H{y+J) * (x+i)

" 1 '

= -1 (a H(y+jMx+i^0) (6)

where it is assumed that, as for the size of the original image, the number of pixels in the horizontal direction is H
:
and

15 the number of pixels in the vertical direction is V.

[0068] Then, the cross-correlation between this sequence l

{ j(x i}
and the original image fx y

is calculated.

[0069] The range of deviation between the original image and the input image (the image with the watermark supplied

to the blocking circuit 51 and the position-identifying-information detecting circuit 6A) is already known in many cases.

Accordingly, (i. j) is changed within such a range, and the aforementioned calculation, i.e., the calculation of the cross-

20 correlation between this sequence l

f j(x^ and the original image fx y
, is repeated.

[0070] The combination of (i, j) athe time when the peak value of the cross-correlation is assumed in the result of

such calculation indicates the position which corresponds to the upper left pixel in the original image frame (the leading-

end pixel of the leading unit pixel block) in the input image frame.

[0071] By adopting such a procedure, it becomes possible to identify the final position of the block in the image data

25 a ft er the aspect ratio conversion. Subsequently, if detection of the copy control watermark is effected for each block

on the basis of the position information thus obtained, proper detection can be effected.

[0072] Fig. 7 shows the principal characteristic operation of the auxiliary-watermark-information embedding circuit

10 shown in Fig. 3.

[0073] In Fig. 7, the embedding circuit 10 initializes the aforementioned shift register (Step S01), and stores 0 in x

30 and y, respectively (Step S02).

[0074] Then, the embedding circuit 10 determines the aforementioned M-sequence a k
(Step S03), and determines

the aforementioned random pattern mx (Step S04). Further, the embedding circuit 10 accomplishes the embedding

of the position identifying watermark by adding mx to the original image f
x y

(Step SOS). Then, the embedding circuit

10 changes the values of x. y (Step S06), and repeats the processing in Steps S03 to S07 until the setting of x. y for

35 a predetermined image region and the embedding of the watermark based thereon is completed (Step S07). If the

processing for the predetermined image region is completed, the embedding circuit 10 executes the embedding

processing of the position identifying watermark with respect to an ensuing frame image.

[0075] Fig. 8 is a flowchart illustrating the principal characteristic operation of the blocking circuit 51. the position-

identifying-information detecting circuit 6A. and the watermark-information detecting circuit 60 which are shown in Fig.

40 4

[0076] In Fig. 8. if a digitized video signal is inputted from the A/D converter 50 (Step Si), the blocking circuit 51

determines whether or not the copy control watermark has been detected (Step S2). In this determination, a flag signal

(watermark detection flag) is used which indicates whether or not it has been possible to detect the copy control wa-

termark and which is issued from the watermark-information detecting circuit 60.

45 [0077] If the video signal from the A/D converter 50 bears the aforementioned first image data, the matching char-

acteristic of the unit pixel block in the frame image, which is formed by the video signal, with respect to the original

image is not destroyed in many cases. Hence, the division into blocks which is effected by the blocking circuit 51 is

effected on the basis of predetermined position coordinates, with the result that the watermark-information detecting

circuit 60 is capable of properly detecting and encrypting the copy control watermark with respect to the divided unit

50 pixel blocks (the watermark is successfully detected).

[0078] On the other hand, if the video signal from the A/D converter 50 bears the aforementioned second image

data, the matching characteristic of the unit pixel block in the frame image, which is formed by the video signal as

described earlier with reference to Figs. 2A and 20. with respect to the original image is destroyed. To cope with this

situation, the position-identifying-information detecting circuit 6A determines whether or not the relevant video signal

55 is of the letter body type (Step S3). The video signal which is not determined to be of the letter box type can be

determined to be of the pan scan type.

[0079] If the video signal is of the letter box type, the blocking circuit 51 upsamples the video signal and effects
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aspect conversion in the direction opposite to the converting direction shown in Fig. 2C so as to return the image to

the original image (Step S4). On the other hand, if the video signal is of the pan scan type, the blocking circuit 51

downsamples the video signal and effects aspect conversion in the direction opposite to the converting direction shown
in Fig. 2B so as to return the image to the original image (Step S5).

5 [0080] After the image is thus returned to the original image, the position-identifying-information detecting circuit 6A
effects the identification of the image position by using the position identifying watermark embedded in the video signal,

more specifically the proper positioning of the unit pixel blocks to be divided with respect to the video signal (Step S6).

The details of the image position identification processing in this step will be described later

[0081] After the identification of the image position, the blocking circuit 51 effects the division of the video signal into

10 blocks on the basis of the position of the unit pixel blocks thus determined, and the watermark-information detecting

circuit 60 detects and encrypts the copy control watermark with respect to the divided unit pixel blocks (Step S7). If

proper block division has been effected, the aforementioned watermark detection flag outputted from the watermark-

information detecting circuit 60 is set in a set state (the watermark is successfully detected), and the video-signal

recording system 70 prohibits/allows the recording operation with respect to the DVD 8 in accordance with the contents

'5 of the copy control watermark detected. If. to the contrary, on the grounds that proper block division has not been

effected, the watermark detection flag outputted from the watermark-information detecting circuit 60 is not set in the

set state (the watermark is not detected), the video-signal recording system 70 effects processing corresponding to it,

e.g.. prohibits the recording operation with respect to the DVD 8.

[0082] If the watermark is not detected, similar processing is effected with respect to a predetermined number of

20 other frames as well, if, here again, the watermark cannot be detected from the predetermined number of frames, a

final determination is made that the watermark detection is unsuccessful.

[0083] The procedure of the processing in Step S3 is shown in Fig. 9.

[0084] In Fig. 9, the position-identifying-information detecting circuit 6A first sets the value of a threshold th (Step

S31 ). Then, the position-identifying-information detecting circuit 6A binarizes the input vide signal on the basis of the

25 value of this threshold th (Step S32).

[0085] With respect to the binarized data, a determination is made by the position-identifying-information detecting

circuit 6A as to whether or not strip-like images with values 0 are present in predetermined image regions, i.e., in upper

and lower portions of the frame image (Step S33). Such strip-like images are peculiar to the letter box image shown

in Fig. 2C. and correspond to the images provided at the upper and lower portions of the original image.

30 [0086] Accordingly, if these strip-like images are present, it can be determined that the relevant video signal bears

the letter box image, and if not. it can be determined that the video signal bears the pan scan image.

[0087] The procedure of the processing in Step So shown in Fig. 8 is shown in Fig. 10.

[0088] In Fig. 10. the positton-identifying-information detecting circuit 6A first stores 0s in i,
j,

respectively, so as to

initialize i.j (Step S61), and stores 0s in s. y, and S as well (Step S62).

35 [0089] Next, the position-identifying-information detecting circuit 6A determines the M-sequence ak (Step S63), and

determines the random pattern l

(i j)xy in accordance with the aforementioned formula (6) (Step S64). The position-

identifying-information detecting circuit 6A calculates the product of the thus-determined sequence l(j.j)X .y
ar|d tne orig-

inal image fx y
. and adds the result of the calculation to S (Step S65). Then, the position-identifying-information detecting

circuit 6A changes x
: y (Step S66), and repeats the processing in Steps S63 to S66 until the calculation with respect

40 to the predetermined image region is completed (Step 67).

[0090] If the summing calculation with respect to the predetermined image region is completed, the correlation co-

efficient becomes definite. The position-identifying-information detecting circuit 6A replaces the value of S as the def-

inite cross-correlation Rg (Step S68). Then, the blocking circuit 51 changes i,j (Step S69), and repeats the processing

in Steps S62 to S69 until the setting of i.j with respect to the predetermined search region and the calculation based

45 thereon are completed (Step S6A).

[0091] Upon completion of the calculation processing of i.j with respect to the predetermined search region, the

position-identifying-information detecting circuit 6A detects a maximum value among the values of the cross-correla-

tions Rjj stored in Step S68. and recognizes that (i. j)
corresponding to that detected maximum value designates the

identified position (Step S6B). After the recognition, the processing of this flowchart ends.

50 [0092] Thus, when the data of the pan scan image is inputted, the position-identifying-information detecting circuit

6A is capable of recognizing that the third unit pixe! block from the left in the 4:3 image, such as the one shown in Fig.

2B. is fragmentary, and of correctly starting the detection of the copy control watermark beginning with the ensuing

unit pixel block which is not fragmentary. As a result, it is possible to effect the correct detection of the watermark with

respect to the unit pixel blocks following the third unit pixel block, so that the drawback which is conventionally encoun-

55 tered does not occur.

[0093] In addition, in a case where the data of the letter box image is inputted, the position-identifying-information

detecting circuit 6A is capable of recognizing that the relevant leading unit pixel block in the 4;3 image, such as the

one shown in Fig. 2C. has shifted from the leftmost position to the moved position in the image (frame image), and is

9
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capable of correctly starting the detection of the copy control watermark beginning with the moved position. As a result,

it is possible to effect the correct detection of the watermark with respect to the unit pixel blocks following the moved

position, so that the drawback which is conventionally encountered does not occur

[0094] Although, in the above-described embodiment, a description has been given of the identification of the position

5 which is effected in the DVD recorder, the present invention is not necessarily limited to this form. For instance, it is

possible to effect the identification of the position with respect to an information data signal which is transmitted and

received in, for example. Internet and other communications or transmission forms in which various media are handled.

[0095] In addition, although, in the above-described embodiment, as the main first watermark a description has been

given of the copy control watermark which bears information as to whether or not copying is allowed, the present

io invention is not necessarily limited to the same. For instance, ID information on a person to whom the use of a relevant

copyrighted item is allowed may be set as the first watermark information, and various other information may also be

applied.

[0096] Furthermore, although, in the above-described embodiment, a description has been given of the embedding

of the watermark using the DCT and the inverse. DCT, the block division method is also applicable to the method in

is which the watermark information is embedded in sampled values as described above, and the present invention is

effective in such bfock division as well. In brief, the present invention is widely applicable to forms in which information

data to be watermarked is divided into blocks and the main watermark is embedded.

[0097] In addition although, in the above-described embodiment, a description has been given of the embedding

and detection of watermark information with respect to image data, it goes without saying that the present invention is

20 applicable to sound data and the like.

[0098] In addition, although, in the above-described embodiment, the 8 x 8 pixel data is cited as the divided unit

block of the image data signal, it goes without saying that unit blocks other than the same may be formed.

[0099] Although, in the above-described embodiment, various means are described in a limiting manner, the above-

described means may be modified, as required, within a range designable by those skilled in the art.

25 [01 00] As described above, in accordance with the present invention, it is possible to provide a method and apparatus

for superposing a digital watermark on image data and a method and apparatus for detecting a digital watermark which

make it possible to properly recognize a unit pixel block in the block division method and reliably detect watermark

information.

[0101] Furthermore, after image data is subjected to aspect ratio conversion, it is possible to properly recognize a

30 unit pixel block and reliably detect watermark information.

Claims

35 1 . A method for superposing a digital watermark for superposing digital watermark information on an information data

signal bearing original information, for each unit block consisting of a group of pieces of information data, comprising

the steps of:

embedding second digital watermark information in the information data:

40 dividing the changed information data signal thereby obtained into the unit blocks: and

embedding the first digital watermark information in the changed information data signal for each of the divided

blocks.

wherein the second digital watermark information bears information for identifying a position of the divided

unit block in a predetermined section of the information data signal.

45

2. The method for superposing a digital watermark according to claim 1, wherein the information data signal is a

video signal.

3. An apparatus for superposing a digital watermark for superposing digital watermark information on an information

so data signal bearing original information, for each unit block consisting of a group of pieces of information data,

comprising:

auxiliary embedding means for embedding second digital watermark information in the information data:

blocking means for dividing into the unit blocks the changed information data signal obtained by said auxiliary

55 embedding means: and

main embedding means for embedding first digital watermark information in the changed information data

signal for each of the divided blocks.

wherein the second digital watermark information bears information for identifying a position of the divided
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unit block in a predetermined section of the information data signal.

The apparatus for superposing a digital watermark according to claim 3, wherein the information data signal is a

video signal.

The apparatus for superposing a digital watermark according to claim 3 or 4, wherein the second watermark in-

formation is information of a random pattern generated on the basis of an M-sequence.

A method for detecting a digital watermark for detecting digital watermark information from a changed information

data signal generated by superposing the digital watermark information on an information data signal, for each

unit block consisting of a group of pieces of information data :
comprising the steps of:

detecting second digital watermark information from the changed information data signal, and recognizing a

position of a divided unit block in a predetermined section of the information data signal:

dividing the changed information data signal on the basis of the recognized position into the unit blocks: and

detecting first digital watermark information for each of the divided unit blocks from the changed information

data signal.

The method for detecting a digital watermark according to claim 6. wherein the information data signal is a video

signal.

An apparatus for detecting a digital watermark for detecting digital watermark information from a changed infor-

mation data signal generated by superposing the digital watermark information on an information data signal for

each unit block consisting of a group of pieces of information data, comprising the steps of:

position-identifying-information detecting means for detecting second digital watermark information from the

changed information data signal and recognizing a position of a divided unit block in a predetermined section

of the information data signal:

blocking means for dividing the changed information data signal on the basis of the recognized position into

the unit blocks: and

information detecting means for detecting from the changed information data signal first digital watermark

information for each of the unit blocks divided by said blocking means.

The apparatus for detecting a digital watermark according to claim 8, wherein the information data signal is a video

signal.

The apparatus for detecting a digital watermark according to claim 9. wherein the video signal bears an image of

a letter box type.

The apparatus for detecting a digital watermark according to claim 9. wherein the video signal bears an image of

a pan scan type.

The apparatus for detecting a digital watermark according to any one of claims 8 to 11 . wherein said position-

identifying-information detecting means detects the second digital watermark information from the changed infor-

mation data signal on the basis of information of a random pattern generated in accordance with an M-sequence.

11



EP 0 903 943 A2

FIG.1

1 PIXEL
WATERMARK
INFORMATION

ADD
1 -1 -1

-1 1 1

N PIXELS

N PIXELS-

PIXEL BLOCK
(NxN PIXEL)



EP 0 903 943 A2

SQUEEZED-TYPE ORIGINAL IMAGE ASPECT-RATIO
CONVERTED IMAGE

LEADING
PIXEL BLOCK

FIG. 2A -ji

WIDE TV 480

720 ,,
'
D0TS|

H

13



EP 0 903 943 A2

CO

CD
or



EP 0 903 943 A2

FIG. 4

INPUT
VIDEO

"

SIGNAL

A/D

50

POSITION
IDENTIFICATION

INFORMATION
DETECTION

~6A

WATERMARK
INFORMATION
DETECTION

60

VIDEO-SIGNAL
RECORDING SYSTEM

J

70

15



EP 0 903 943 A2

FIG. 5



EP 0 903 943 A2

FIG. 7

EMBEDDING OF
POSITION-IDENTIFYING

WATERMARK

INITIALIZATION OF SHIFT REGISTER -SOI

x-0 -S02

DETERMINE M-SEQUENCE ak -S03

DETERMINE RANDOM PATTERN mx,y -S04

ADD mx, y TO ORIGINAL IMAGE fx, y h so5

CHANGE x,y ~S06

S07

( END )

17



EP 0 903 943 A2
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